
How to set up the approach to measure the carbon footprint
of your cybersecurity?

Open Source Publication in April 2025 - Creative Commons Licence CC BY-ND

*Based on the V1 Methodology created and made available by Wavestone, the 
CyberSustainability V2 Methodology was produced by the Cyber Campus Working Group 
led by Wavestone in cooperation with Advens, Capgemini, Qorum Secur'Num, Sopra Steria 
Groupe and with the support of ADEME. 
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01. Methodology
presentation
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Cyber teams must play their part in the sustainability effort of the organisations, by questioning the way 
cybersecurity is ensured in order to reduce its impact without compromising on the risk level.

• Cyber represents a significant proportion of 
information systems (+/-5% of the IT 
budget*) and is growing rapidly to face new 
threats.

• Cybersecurity controls have a major impact 
on the way information systems are 
designed and operated, hence their 
strategic importance for overall carbon 
footprint.

With this conviction, Cyber4Tomorrow is publishing this 
methodology to calculate the carbon impact of 
cybersecurity measures and set up an action plan to reduce 
this impact without reducing the risk coverage.

This methodology** was experimented in 2024-2025 during a 
pilot led by the Campus Cyber in cooperation with 5 
consulting firms and with the support of Ademe. The tool was 
deployed in 7 organizations (5 large companies and 2 
territorial collectivities) which contributed to its improvement 
thanks to their operational feedbacks.

* According to Wavestone’s benchmark on 100+ organizations across all sectors, 5.3% of the IT budget is spent on cybersecurity on average.

** The methodology is Open Source. Please, always credit the authors in the documents created based on this methodology by indicating the following : “Based on the V1 Methodology created and made available by Wavestone, the Cyber 
Sustainability v2 Methodology was produced by the Cyber Campus Working Group led by Wavestone in cooperation with Advens, Capgemini, Qorum Secur'Num, Sopra Steria Groupe and with the support of ADEME.”
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The methodology based on NIST Cybersecurity Framework starting from 700 security controls. We shortlisted 50 shortlisted security 
controls, in which we identified the TOP 10 most emitting controls based on real data.

*Based on government and Workgroup data

700
Security Controls 

50
Shortlisted controls

Among the 50 shortlisted controls, the TOP 10
most emitting controls was selected based on the
calculation of the emissions using:

1. Real-life data from the pilot participants

2. Emission factors using benchmarked values of
IT asset emissions*

Qualitative filtering Qualitative filtering

10
Most CO2-emitting 

controls
Impact calculation

Methodology Emission Sources

Each company can focus its impact 
calculation on the most impactful 

emissions sources for cybersecurity

→ These results have to be calculated 
for each company

→ These initial results enable us to 
identify the first paths of action

The 50 most emitting controls were selected if the
answer was positive to one or more of the following
questions (based on the ADEME/Arcep* breakdown
of the carbon footprint of the digital world):

1. Does it require a significant number of
endpoints?

2. Does it require a significant number of
servers and computing power?

3. Does it require a large amount of network
equipment and bandwidth?
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Emissions % by NIST topic

36%

13%

11%

10%

9%

5%
5% 3%

8%

Endpoints (13%)
Contractor workstations, Administrator 
workstations and VDIs

Resilience (36%)
Redundancy capabilities in different regions 
(Backup servers, Backup PCs)

IAM (10%)
Authentication, 
Vaults, PAM

Detect (11%)
Log generation, collection and storage, 
analysis

Governance (3%)
Cyber staff 
workstations, Travel

Vulnerability (9%)
Vulnerability scans, Pentests, 
Antiviruses, Patch 
management

Data (5%)
Data in motion, at rest 
protection, 
Cryptography 

Network (5%)
Network mapping and 
segmentation, Anti 
DDoS
Other topics (8%)
Incident 
management, risk, 
etc.

Through this first impact assessment, we debunked cybersecurity emissions’ myth.
2 security topics generate 50% of cybersecurity-related emissions…

• Resilience capabilities
36% of cybersecurity 
emissions 

• Contractor workstations
9% of cybersecurity 
emissions

• Cyber threat intelligence
Less than 2% of cyber 
emissions 

• Encryption
Less than 1% of cyber 
emissions
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Optimizing security controls to decrease emissions by 5% to 10%, with a constant level of risk

Beyond contributing to mitigating climate change, 
decreasing the carbon footprint of cybersecurity comes with many co-benefits

8,8%

7,0%

8,0%

1,2%

1,5%

2,8%

1,1%

Remaining emissions Reduction potential

Consolidating IAM 
solutions 

Reducing the volume of logs

Providing specific contractors with 
VDIs instead of dedicated 
workstations

Optimizing redundancy
capabilities and backups

Complexity 2

34.5%

- 29 tonnes eq 
CO2

- 87 tonnes eq CO2

X 9

1 Depends on each organization and context.  2 This is an estimation and depends on each organization and context.

9 tons of eq CO2 / person per 
year (ADEME 2023) – annual
average emission of a french 
citizen

- 32 tonnes eq 
CO2

- 137 tonnes eq CO2

X 15

Example 1 : Initiate a redundancy capacity optimization project and reduce backups retention duration

Example 1 : optimize privilege access and password vaults applications by consolidating use-cases 
on fewer solutions 

Example 1 : reduce verbosity, storage time and quantity

Example 1 : Only provide a workstation to contractors working on critical projects or independent 
contractors 
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Beyond contributing to mitigating climate change, 
decreasing the carbon footprint of cybersecurity comes with many co-benefits

Decreasing cyber emissions comes with significant co-benefits



02. How to set up 
the approach?
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Tips to increase your chances of success

On study management

Build a study team of both cyber 
and green IT members. The study 
can be the opportunity to reduce 
silos between teams.

Methodologic levers Operational levers Communication levers



M1 M2

KICK-OFF & FRAMING

M3 M4 M5 M6

Approximately 30 to 45 days are required to deploy the methodology. 
This estimate varies according to the organization's size, complexity and level of maturity. 

Kick-off to implicated
teams

Methodology support 
document

Data collection Excel

Data collection workshop with
cyber and IT Teams

Emissions calculation Excel

Actions details and reduction potential

Action plan set up workshops with cyber & 
Green IT teams Cyber emissions synthesis and 

reduction actions

Action plan

Action plan 
implementation
workshop

DATA COLLECTION

DATA ANALYSIS &
REDUCTION ACTIONS

RESULTS 
PRESENTATION

ACTION PLAN
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03. How to use 
the tool?
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The goal is to calculate an estimate of the carbon footprint 
of cybersecurity. 

The calculator focuses on greenhouse gases (in CO2e) –
impacts on biodiversity, natural resources, soil and water 
pollution are not taken into account.

Emissions of cybersecurity are defined as the emissions that 
are the consequence of a cybersecurity control.

Recommendation for large companies: calculate the 
emissions of a large entity that is representative of the 
information system, then extend the results to the whole 
company thanks to a customized multiplication factor.

The calculator takes scope 1, 2 and 3 into account (scope 
1 through certain emission factors). The goal is to be 
comprehensive enough to be able at the end to come up 
with impactful actions to decrease the carbon footprint of 
cyber measures.

Emissions are calculated over 1 year, with a stock vision
(it calculates emissions of the existing infrastructure and 
divides it by its lifetime).

Emissions linked to electricity consumption are taken into 
account with the location-based method (the carbon 
intensity depends on the electricity mix of the country 
where electricity is consumed), not with the market-
based method.

Introduction and Methodology
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Overview of the Data Collection Excel workbook. This document focuses on data collection. 
It can be shared between all participants allowing you to centralize the needed data. 

Understand how the 
methodology is built (NIST 
controls, pilot and test 
realized…) and how to use 
the calculator

Collect data from the 
organization’s IS (e.g., 
endpoints, server 
locations, external 
services).

Map each collected date 
type (Devices, Cyber 
solutions, Travels, etc.) and 
each type of external 
service with the security 
controls to obtain the 
measure you wish

Track emissions factors
based on country, 
hardware and define 
assumptions to estimate 
the carbon footprint.
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The Emissions Calculator Excel workbook is designed to calculate carbon emissions. It is based on the data collected in the Data 
Collection Document, from which you can report the data and on emission factors from Ademe or Boavizta. It includes dashboards and 

graphs to present the results, as well as a section to build your action plan to reduce the emissions of your cybersecurity.

Understand how the 
methodology is built 
(NIST controls, pilot and 
test realized…) and how to 
use the calculator

Gather data from the 
organization’s IS (e.g., 
endpoints, server 
locations, external 
services).

Link each data type 
(Devices, Cyber Solutions, 
Travel, etc.) and external 
services to the relevant 
security controls.

Track emissions factors
based on country and 
hardware, and define 
assumptions to estimate 
the carbon footprint.

Present a summary of 
cyber emissions by 
security control, topic and 
IT domain

Calculate the emissions 
reduction potential of 
specific actions (tab to be 
customized and replicated 
for each action)
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Security control description 
to map with cyber solutions 

or servers' description

Generic ID and 
topic to allocate the 

emissions.

Original NIST code and 
description.

The most emitting NIST controls have 
been shortlisted thanks to experts (72 
security controls).

Each control phrasing has been 
simplified in the methodology to be 
easier to apply to various 
environments.

Each control has been attributed a 
generic ID to be able to allocate 
cyber-related emissions to a security 
control.

How are NIST controls used in the tool?
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The notice gives indications 
about what is expected in the 

cells and elements to pay 
attention to.

The topic or category is 
indicated for each table in 

green.

The scope of expected data is 
indicated in grey.

You can add comment as 
needed. E.g. it can be used to 
indicate the reliability of your 

data.

How is the "Data Collection Document" tab constructed?

The legend indicates what to 
fill-in and what to avoid 

modifying. “Better to have” 
cells will allow a more precise 

measure and to create specific 
dashboards.
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Report here the data you 
have collected for each 

category and scope.

The emission factors used in 
the calculations are indicated 

here.

When you add your data, the 
results of emissions 

calculation appear here.

How is the "Emissions Calculator" tab constructed?



To learnmore about the Methdologyand/or about 
Cyber4Tomorrow !

mailto:contact@cyber4tomorrow.fr
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