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AN INITIATION SUVIMARY

TO CYBERSECURITY
IN 3 SEQUENCES 3 BEFORE YOU BEGIN

6
This educational kit includes ACTIVITY 1: THE GESTURES OF CYBER
three sequences, each composed ACTIVITY 2: 1AM NOT A HACKER AND YET
of several activities. | WORK IN CYBERSECURITY!
ACTIVITY 3: CYBER: ONE OR MORE PROFESSIONS?
The sequences are independent
of each other and can be made 26 2 BEWARE OF APPEARANCES!
according to your needs. ACTIVITY 1: AVOID FAKE TECH SUPPORT SCAMS ACTIVITY 2: DON'T LET
CYBERCRIMINALS STEAL FROM YOU!
ACTIVITY 3: SPOT DEEPFAKE CONTENT
ss § PROTECT YOUR ONLINE ACCOUNTS!

It's up to you to adapt the language
to those you want to convince and to
choose the words that suit young

people by adapting to their 71 RESOURCES TO PREPARE YOUR INTERVENTION
concerns!

ACTIVITY 1: AGOOD PASSWORD IS YOUR FIRST LINE OF DEFENSE!
ACTIVITY 2: PROTECT YOUR MOST IMPORTANT ONLINE ACCOUNTS




BEFORE YOU BEGIN

Get the PDF "Participant Guide" to discover the slides to project during your presentation. Check that
vou will have a screen or a video projector available.

Follow the steps step by step and use the
instructions to comment on the slides to
be projected as you go.
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& ACTIVITY 1: AVC'™ FAKE SUPPORT SCAMS...

r To begin, ask participants:
. Have you everhead dfthe fake fech suppart scam?
A AVOID Have you ever seen nafifications on your computerwith awaming message asking youto call aphone
k FAKE TECH )
SUPPORT SCAMS And onyourphone?
U Have you everreceived a phone call ieling youthat yourcomputerisinfedied?
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r Audio excerpts of fraud and scams
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Should you give access to your computer or not?
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Background and resources are available to
help you delve deeper into the topic and
answer questions from participants.



BEFORE YOU BEGIN

Make sure you have enough time to complete the sequences you are interested in (approximate duration).
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CYBERSECURITY BEWARE OF PROTECT
PROFESSIONS APPEARANCES YOUR ONLINE
Discover the diversity Be vifilant against ACCOU NTS

of professions online scams

Learn how to
manage passwords



BEFORE YOU BEGIN

Some golden rules of facilitation for a serene intervention:

DISTRIBUTE THE FLOOR WELL AMONG THE PARTICIPANTS

ENSURE THAT THE OBJECTIVES ARE WELL
UNDERSTOOD AT THE END OF EACH SEQUENCE

CONCLUDE BY SUMMARIZING THE IMPORTANT POINTS



CAREERIN
CYBERSECURITY

Discover the diversity
of professions

There is a shortage of talent in the field of
cybersecurity with 60,000 positions to be filled in
France and, more generally, several million
positions without candidates worldwide.

The profiles sought are varied: no need to be
good at maths or a computer geek, but for
those who are, there are of course very
technical jobs — everyone can find their way
around / no divide. Math and programming
are useful in the field of cybersecurity, but
they are not a necessity.

Cybersecurity jobs cover a wide range of skills.
Among the most common jobs are the ethical
hacker, the cybersecurity consultant, the security
incident analyst or the Information Systems Security
Manager (CISO), but also the jobs of salespeople,
cyber project managers or marketing managers.

There are many recruitment opportunities with
an attractive salary (higher than average) and career
development (evolution towards different positions
throughout one's professional life, etc.).

It is difficult to give an exhaustive list of the
qualities required to work in the field of
cybersecurity because the positions to be filled
are very varied. However, the following
qualities are generally observed: a good
knowledge of

digital technologies, good analytical and critical
thinking skills and intellectual curiosity.

Cybersecurity jobs are jobs that
make sense:

e These jobs are important because they allow
you to help others protect themselves from
malicious people, participate in the
development of technologies that will
contribute to the protection of health (avoid
blocking hospitals for example), allow access to
reliable information (by removing fake news) or
raise awareness of cybersecurity gestures.

* The sectors of activity are limitless. You
can choose to protect a private company or a
public organization.

e Cybersecurity also opens up to
international mobility because the
profession is borderless. We can work on all
continents.



CAREERIN
CYBERSECURITY

This sequence encourages

participants to explore the diversity of
cybersecurity professions, invites them
to familiarize themselves with the
vocabulary of the professions and finally
aims to shake up preconceived ideas.

At the end of this sequence,
Participants will be able to:
* Name some cybersecurity jobs

 Measuring the meaning and challenges
of these professions

ACTIVITIES

ACTIVITY 1: THE GESTURES OF CYBER

Practice recognizing good cybersecurity practices.

ACTIVITY 2: 1 AM NOT A HACKER AND
YET | WORK IN CYBERSECURITY!

Challenging certain prejudices about jobs
cybersecurity.

ACTIVITY 3: CYBER, ONE OR MORE

PROFESSIONS?

Discover some jobs in cybersecurity.



CAREERIN
CYBERSECURITY

SLIDE TO PROJECT

To start, as an icebreaker, ask participants what they

know about cybersecurity using these examples:

Do you know people working in this field? What are

the different jobs in cybersecurity?

What does success mean to you?

Do you make a lot of money working in cybersecurity? Why work in
cybersecurty?

Do you have to be good at maths to work in

cybersecurity? Do you have to be a geek to work

in cybersecurnty?

What are the qualities to work in the field of cybersecuritty?



CAREERIN
CYBERSECURITY
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WHY DOES CYBERSECURITY CONCERN US ALL?

THE PIRATES

aaaaaaaaaaaaaaa

SLIDES TO PROJECT
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Review the 4 key figures illustrated.
To go further, here are some others:

In 2020, the average cost of a malware attack for a
business was more than $2.5 million. This includes the
cost of the time it takes to resolve the attack, which is
50 days on average. (source)

In the second quarter of 2020, the average ransom
demanded was over $100,000, and it continues to increase
over time. (source)

The average total cost of a data theft increased by nearly
10% between 2020 and 2021: a level not seen in 7 years.
The global average total cost of a data breach in 2021
was $4.24 million. (source)

The average total cost of an information theft caused
by the compromise of a business mailbox is $5.01
million. (source)

Cybercrime is expected to cost the world $10.5 trillion
a year by 2025, up from $3 trillion a decade ago and
S6 trillion in 2021. (source)


https://cobalt.io/blog/business-cost-of-cybercrime
https://www.bankinfosecurity.com/blogs/ransomware-payday-average-payments-jump-to-178000-p-2932
https://www.ibm.com/downloads/cas/OJDVQGRY
https://www.ibm.com/downloads/cas/OJDVQGRY
https://cybersecurityventures.com/cybersecurity-spending-2021-2025/

CAREERIN
CYBERSECURITY

Explain to participants that this is a dynamic sector. (source
/ Cybersecurity profiles - Survey 2021)

/),'/* > \//\r To find out more about this sector, see also the results of the 2023 survey of
ﬁﬁmgmﬁ ,,Esf 70 the ANSSI Observatory of Professions:
oov -~ 1 OMMZINSDE i https://cyber.gouv.fr/publications/lattractivite-des-metiers-de-la-
%03 — cybersecurite-vues-par-les-professionnels
SLIDE TO PROJECT
LET'S MOVE ON NOW
TO ACTIVITIES

N—>


https://cyber.gouv.fr/publications/les-profils-de-la-cybersecurite
https://cyber.gouv.fr/publications/lattractivite-des-metiers-de-la-cybersecurite-vues-par-les-professionnels
https://cyber.gouv.fr/publications/lattractivite-des-metiers-de-la-cybersecurite-vues-par-les-professionnels
https://cyber.gouv.fr/publications/lattractivite-des-metiers-de-la-cybersecurite-vues-par-les-professionnels
https://cyber.gouv.fr/publications/lattractivite-des-metiers-de-la-cybersecurite-vues-par-les-professionnels
https://cyber.gouv.fr/publications/lattractivite-des-metiers-de-la-cybersecurite-vues-par-les-professionnels
https://cyber.gouv.fr/publications/lattractivite-des-metiers-de-la-cybersecurite-vues-par-les-professionnels
https://cyber.gouv.fr/publications/lattractivite-des-metiers-de-la-cybersecurite-vues-par-les-professionnels
https://cyber.gouv.fr/publications/lattractivite-des-metiers-de-la-cybersecurite-vues-par-les-professionnels
https://cyber.gouv.fr/publications/lattractivite-des-metiers-de-la-cybersecurite-vues-par-les-professionnels
https://cyber.gouv.fr/publications/lattractivite-des-metiers-de-la-cybersecurite-vues-par-les-professionnels
https://cyber.gouv.fr/publications/lattractivite-des-metiers-de-la-cybersecurite-vues-par-les-professionnels
https://cyber.gouv.fr/publications/lattractivite-des-metiers-de-la-cybersecurite-vues-par-les-professionnels
https://cyber.gouv.fr/publications/lattractivite-des-metiers-de-la-cybersecurite-vues-par-les-professionnels
https://cyber.gouv.fr/publications/lattractivite-des-metiers-de-la-cybersecurite-vues-par-les-professionnels
https://cyber.gouv.fr/publications/lattractivite-des-metiers-de-la-cybersecurite-vues-par-les-professionnels
https://cyber.gouv.fr/publications/lattractivite-des-metiers-de-la-cybersecurite-vues-par-les-professionnels
https://cyber.gouv.fr/publications/lattractivite-des-metiers-de-la-cybersecurite-vues-par-les-professionnels
https://cyber.gouv.fr/publications/lattractivite-des-metiers-de-la-cybersecurite-vues-par-les-professionnels
https://cyber.gouv.fr/publications/lattractivite-des-metiers-de-la-cybersecurite-vues-par-les-professionnels

ACTIVITY 1: THE GESTURES OF CYBER

Cyberattackers often choose the easiest attacks to carry out.

For example, a thief will choose to enter a home through a window that is easy to open
rather than through an armored door with a surveillance system. The same is true in
the digital world. The more basic security measures are in place, the lower the risk of
cyberattacks.

Practice recognizing good cybersecurity
practices.

2021 Activity Report - Cybercrime
ANSSI MOOC



https://www.cybermalveillance.gouv.fr/tous-nos-contenus/actualites/rapport-activite-2021
https://www.cybermalveillance.gouv.fr/tous-nos-contenus/actualites/rapport-activite-2021
https://www.cybermalveillance.gouv.fr/tous-nos-contenus/actualites/rapport-activite-2021
https://secnumacademie.gouv.fr/

ACTIVITY 1: THE GESTURES OF CYBER

To begin, ask participants:

Does a padlock in the browser mean that the site Is secure?
Is it riskier to surf with a computer or with a sSmartphone?

ACTIVITY1
THE Then, propose the quiz "Good idea or not?" after
GESTURES explaining the context:
OF CYBER
At the end of 2021, 92% of households in France had an internet
connection, and you spend an average of 3 hours and 53 minutes
SLIDE S TO PROJECT U

every day surfing the internet! (15-24 years old / Médiamétrie 2021)!

GOOD IDEA OR NOT?


https://www.mediametrie.fr/fr/lannee-internet-2021

ACTIVITY 1: THE GESTURES OF CYBER

s Each senvioe should have a diferert password A padockinthe acklress bar does not mean thatthe sie is secure. If

Do you think that a good password can be used for several services (mailboxes,
f 2 Yo eive an email informing you that photos where you are tagged are

social networks, banking, e-commerce sites, administrations, etc.) ? ' . . . u rec ] D [ " "
available. The website asks you to enter your Facebook ID and password. It m m B ,e$
a a Im mp’anm. appears that the website has a legitimate certificate with a padlock next to the

Yes, when the services have nothing to do with each other address bar.

You enter your username and password on the website. I " " [
intothe search bar Othewise, youfisk 1 ba
" J

Yes, but only if the password contains Yes
Special characters ﬁ & E
No .
No, each department must have a different password P

~

Neverdokonalnk orattachmentthat seems

I P . n '
tttttttttttttttt
questonabie aboutits ongin or nature. Ifin dout,
T
You receive an email about the closure of your Instagram account. This email P ] " What should you do if a message appears blocking your computer, indicating a Fake e’mr a’e uSuaI ne,atwb a mallaous Or
contains the Instagram logo and has an attachment. You: mﬂP mspmbyw@mm’% serious technical problem, a risk of losing your data or the presence of many

viruses?

drectly info the search ber: compromised webstte. These pop-Ljps may appearto block

Hesitate to open the attachment but are reassured Contact technical support at the number listed

L]
access o yourcompulter, but restarting your computermay be
J
Do not open the attachment and log in Try to restart your computer and, if the problem
directly to your account ek, e s i (i enOLgh to ﬁX lhe pmble‘ J ’
> '

Open the attachment to learn more

Be careful of messages that seem urgent. If
R e e you had ordered something, you would have e e o o It's risky to log in to your online accounts from a device

W
the Internet. You want to pass the time and go to your favorite social network.
You launch a browser in private mode, then authenticate

afready entered your postal adaress. Do nof e that you don't own. Keys typed on the keyboard could

e Gick _On these messages or dal the number . be recorded or malware could steal your authentication
provided. a secrets.



ACTIVITY 1: THE GESTURES OF CYBER

Discover the guide to good IT practices published by the ANSSI and the CPME for small
and medium-sized companies, the 9 rules of which can also be applied to individuals.
This is called digital hygiene.

Activity 1

FOR GOOD DIG"'AL Choose your passwords carefully

Regularly update and patch devices
HYGIENE Make backups of your data regularly
Secure access to your Wi-Fi

Be as careful with your smartphone or tablet as you are
with your computer

Be careful when using your email Download your
programs from the official websites of the

Take stock of a gesture to remember to protect

Be vigilant when paying on the Internet

physical access to their devices.

tivi 1

SLIDE S TO PROJECT <

A GESTURE TO REMEMBER:

GET INTO THE HABIT OF LOCKING THE SCREEN OF
YOUR DEVICES WHEN YOU WALK AWAY FROM
THEM
TO PREVENT UNAUTHORIZED ACCESS, INCLUDING LOSS OR
THEFT.


https://www.ssi.gouv.fr/guide/guide-des-bonnes-pratiques-de-linformatique/
https://www.ssi.gouv.fr/guide/guide-des-bonnes-pratiques-de-linformatique/
https://www.ssi.gouv.fr/guide/guide-des-bonnes-pratiques-de-linformatique/
https://www.ssi.gouv.fr/guide/guide-des-bonnes-pratiques-de-linformatique/
https://www.ssi.gouv.fr/guide/guide-des-bonnes-pratiques-de-linformatique/

ACTIVITY 2: 'M NOT A HACKER AND YET...

The field of cybersecurity suffers from an image deficit where the expert is a solitary, geek-type person who
seems to be a little computer genius who spends his time behind his screen coding to get through security systems.
The testimony of a cybersecurity professional and a quiz are there to shake up these preconceived ideas.

Challenging certain biases
on cybersecurity professions.

Padlet — Cyber, my future job!



https://padlet.com/arnaudjumelet/r0lm1twp4n2563mw
https://padlet.com/arnaudjumelet/r0lm1twp4n2563mw
https://padlet.com/arnaudjumelet/r0lm1twp4n2563mw

ACTIVITY 2: 'M NOT A HACKER AND YET...

SLDE STO PROJECT

ACTIVITY 2

I'M NOT A HACKER
ANDOI IRTANT I \A/ORK QN

m ACTIVITY 2

WHAT DOES YOUR
JOB CONSIST OF?

® How did you get into cybersecurity?

® \What do you like about your job?

® \What does a typical day look like in cybersecurity?

® Do you need to know how to speak English to do your job?

® Have you ever been a victim of a virus or phishing?

® \\hat are your three cybersecurity tips?

® \What would you say to young people who are hesitant to get into
cybersecur ity?

>

You can present some

video testimonials and comment on the
different characteristics of the jobs presented
(sense of commitment, learning to learn,
collaboration) thanks to the

Padlet — Cyber, my future job!

If you are a cybersecurity professional, share your
own story and your journey using the questions on
the slide or these:

Whatsyourjob?

What doesthejob consistal? Whetare the differertiasks performed?
How big is yourcompany?

Wheatare the workplaces? Do you travel often?

Wheattools o you needforyour job?

How did you get into cybersecurty?

What do you like about your job?

Have you ever been a victim of a virus or phishing?

Whetare yourthree cybersecuity ios?

You can also illustrate how the different
cybersecurity professions collaborate.


https://padlet.com/arnaudjumelet/r0lm1twp4n2563mw
https://padlet.com/arnaudjumelet/r0lm1twp4n2563mw
https://padlet.com/arnaudjumelet/r0lm1twp4n2563mw

ACTIVITY 2: 'M NOT A HACKER AND YET...

PUIZ Then, propose the quiz "Shaking up preconceived ideas about jobs
SHAKING UP PRECONCEIVED of cybersecurity". For each statement, the participants
IDEAS ON TH answer with "True" or "False" in order to discover the correct
CYBERITEYIRNS answer.
Take stock of the main takeaway from the
cyber
SUIDE STO PROJECT

professions.
S
TO REMEMBER:

CYBERSECURITY IS WITHIN EVERYONE'S
REACH!



ACTIVITY 3: CYBER: ONE OR MORE PROFESSIONS?

Cybersecurity needs are increasing as businesses become more reliant on information
and communication technology. Organizations face increasing risks of data leakage,
fraud, hacking, and intrusion. Cybersecurity professionals have an important role

to help organizations protect their digital assets (data,

computers and networks).

Discover some jobs in cybersecurity.

Discover several study paths.

Overview of cybersecurity professions - ANSSI
Mapping of cybersecurity professions - EGE
Cybersecurity professions — Guardia School



https://www.ssi.gouv.fr/guide/panorama-des-metiers-de-la-cybersecurite/
https://www.ssi.gouv.fr/guide/panorama-des-metiers-de-la-cybersecurite/
https://www.ssi.gouv.fr/guide/panorama-des-metiers-de-la-cybersecurite/
https://www.ege.fr/sites/ege.fr/files/inline-images/metiersCYBER_EGE2020_web.jpg
https://www.ege.fr/sites/ege.fr/files/inline-images/metiersCYBER_EGE2020_web.jpg
https://www.ege.fr/sites/ege.fr/files/inline-images/metiersCYBER_EGE2020_web.jpg
https://guardia.school/metiers/
https://guardia.school/metiers/
https://guardia.school/metiers/

ACTIVITY 3: CYBER: ONE OR MORE PROFESSIONS?

eeeeeeeeeeeeeeeeeeee

ETHICAL
HACKER

Then, propose the game "Prevention or cure

) el ~ ?".For each job proposal, the participants
PREVENIR OU GUE divide it into the two categories: prevention or e
cure. CONSULTANT

CYBERSECURITY

nnnnnnnnnn

ANALYST
RESPONSE
SECURITY

INCIDENTS

(According to the grouping of the name "Prevention and Cure", from the book:
Envie de Cyber, ISSA France Security Tuesday, Ed. Studyrama)

The ethical hacker conalucts securty assessments

[T environments, identifies vulnerabilities and
proposes remedial actions. If can achieve different
types of audits according to its scope of activity (tests
, code audlt, configuration review, efc.).

The cybersecurty consultant provides solutions to the issuies

by mobilizing its expertise and experience. I can

contribute to the definition of the

the organization and implementation of cybersecurtty solutions.
A cybersecunty consuantsman role isto prevertt

attacks by helping customers implement

secunty. He can also intervene in a reactive manner and help
lasibinens! fix vulnerabilities after an attack.

Ihtheevertafsuspoonafmaloousachidly or anatiack theanal/st
Secunty incident response analyzes Sympltoms, performs
technical investigations and identifies the operating method of
the striker. It quialfies the extent of the compromise and provides
recommendations for remegdliation,


https://librairie.studyrama.com/produit/4617/9782759048632/envie-de-cyber

ACTIVITY 3: CYBER: ONE OR MORE PROFESSIONS?

er The Securtty Solutions Administrator is responsible for
~=  nstallation, management and operation of
SECURITY securtty. It must ensure the proper functioning of the

SOLUTIONS safety by ensuring that safety conditions are maintained.
ADMINISTRATOR

= === The Data Protection Officer (DPO) ensures that personal data

ELEGUE A LA el processing practices comply with the legislation in force. He advises and

N
DE SECURN

PROTECTION quides the organization to ensure the security and confidentiality of
personal information

The cybersecurity trainer is responsible for training anclor
or raising awareness of requiiatory and technical aspects
or gperational cybersecurty operations. He develops

t] hecy db ede‘ e C“t eg)t/ cnSis manager often Ttﬁl”’ ¢ Jesl na o oxtentofh TRAINER IN training tailored to target audiences and illustrates its
 Gperseaury CRISIS MANAGER eam aeqicated 10 ¢nsSIS management. e analyses the exient or tne el CYBERSECURITY ; : ;
verrsecorny BEE bragefho 2CHONS ssaryg) oo and 2 neto thoteams ihegglopeactical work, demonstrations or exercises
o Pﬁlﬂﬁl i ece o SO/HV i Cooth t Parz‘:c:patop{. [t can assess the level of knowledge before
o implement its recommendations. He advises the managemen aftet the training.

business lines to solve cybersecurnty crises. He organizes the
Ability of the organization to respond to new

cybersecurtty.
i The CISOis responsible for cybersecurtty within
e ! Jaso organization. It defines the security policy of the systems
CRYPTOLOGIST The cryplologist s an expertin cryplography who hepps o ensure the | St information, adivises business managers, implements
confidentiality, integrity and authenticity of data. The cryptologist e secunty solutions and manages security teams.

Crisis Mar,

intervenes in private or public research laboratories.

(According to the grouping of the name "Prevention and Cure", from the
book:


https://librairie.studyrama.com/produit/4617/9782759048632/envie-de-cyber

BEWARE OF
APPAREANCES

CONTEXT

Fraudsters are everywhere and target
everyone: teenagers, grandparents or business
leaders. Online scams can take many forms, but
their goal is always the same: to steal your
passwords, personal data, bank details, access to
your devices and online accounts.

Unsolicited calls and messages are one of the
main ways fraudsters operate. Fraudsters are
persuasive enough to convince you that there is a
virus on your computer, that you need to pay a sum
of money, that there is fraudulent activity on your
bank account. Fraudsters are looking for

Have malware installed, approve a banking
transaction or authentication request, disclose
personal information, or your password.

It is important to remain vigilant (without
becoming
paranoid) by adopting reflexes:

Develop your critical thinking and don't
hesitate to ask yourself questions: why is this
person sending me an attachment by email?
Have | ever visited the site pointed to by the
link in this SMS? Why is my friend writing me
this weird message? etc.

Use simple gestures such as locking your
computer or phone, or avoid typing your
credentials on a device that does not belong
to you.



BEWARE OF
APPAREANCES

}

OBJECTIVES OF THE SEQUENCE

This sequence allows participants to learn
about common features of online scams
and demonstrate their understanding by
putting themselves in the shoes of an
attacker.

At the end of this sequence,

Participants will be able to:

 Recognizing the Signs of a Scam

 Explain the different reflexes to have
against the most common scams

 Raise awareness by telling the story of
an online scam

ACTIVITIES

ACTIVITY 1: AVOID FAKE TECH
SUPPORT SCAMS

Know how to react and report fake tech support
scams

ACTIVITY 2: DON'T LET
CYBERCRIMINALS STEAL FROM
YOU!

Learn to recognize the signs of a scam




BEWARE OF
APPAREANCES

To start, as an icebreaker, ask participants what they

know about online scams and how to spot them using
these questions:

Wheatis anonine scam?
Why would someone try to scam you online? How do you know
if you are facing a scam?

Whatibdofyoutinkyoulebeenscammedanine?

BEWARE OF

APPEARANCES

SLIDE TO PROJECT

LET'S MOVE ON NOW
TO ACTIVITIES

N—>



z BEWARE OF APPAREANCES

DURATION OF THE ACTIVITY: 15MIN

ACTIVITY 1: AVOID FAKE SUPPORT SCAIVS...

CONTEXT

This scam is wreaking havoc on individuals. While browsing the Internet or after clicking on a malicious link, a
window appears and freezes your computer. It asks you to urgently call back a technical support number or risk
losing access to your data or the use of your computer.

Once contacted, the pseudo technical service asks you to access your terminal remotely and charges for a fake
repair while making you buy useless, even dangerous software.

OBJECTIVE OF THE SEQUENCE

Know how to react and report fake
tech support scams.

RESOURCES TO GO FURTHER

How to deal with fake tech support scam? -Cybercrime

Fake Technical Support Scam Fact Sheet — Cybermalicilance Protect
yourself from tech support scams (microsoft.com)



https://www.cybermalveillance.gouv.fr/tous-nos-contenus/fiches-reflexes/arnaques-au-faux-support-technique
https://www.cybermalveillance.gouv.fr/tous-nos-contenus/fiches-reflexes/arnaques-au-faux-support-technique
https://www.cybermalveillance.gouv.fr/tous-nos-contenus/fiches-reflexes/arnaques-au-faux-support-technique
https://www.cybermalveillance.gouv.fr/tous-nos-contenus/fiches-reflexes/arnaques-au-faux-support-technique
https://www.cybermalveillance.gouv.fr/tous-nos-contenus/fiches-reflexes/arnaques-au-faux-support-technique
https://www.cybermalveillance.gouv.fr/tous-nos-contenus/fiches-reflexes/arnaques-au-faux-support-technique
https://support.microsoft.com/fr-fr/windows/prot%C3%A9gez-vous-contre-les-escroqueries-au-support-technique-2ebf91bd-f94c-2a8a-e541-f5c800d18435
https://support.microsoft.com/fr-fr/windows/prot%C3%A9gez-vous-contre-les-escroqueries-au-support-technique-2ebf91bd-f94c-2a8a-e541-f5c800d18435

z BEWARE OF APPAREANCES

DURATION OF THE ACTIVITY: 15MIN

L4 ACTIVITY 1: AVOID FAKE SUPPORT SCAMS...

To begin, ask participants:
Have you ever heard of the fake tech support scam?

ACTMITY1

e AVOID Have you ever seen notifications on your computer with a waming message asking you to calla phone

FAKE TECH fumber?

And on your phone?
u - Have you ever received a phone cal teling you that your computer s infected’?

Bank Fraud

Watch the first 3 minutes of
This video:

* Learn how to protect yourself
from bank fraud - Boursorama

SLIDES TO PROJECT Then play these two

Audio excerpts of fraud and scams
by testing the right reflexes of
Participants at each end of
listening:

Support Scam

Watch one of these short videos:
* Audio recording of a scam

Facedwihthis sitiaon, shout we hang up? Microsoft Support
. \ * Cybermalveillance.gouv.fr - The fake
What if you are asked to go to a website? tech support scam

* Fake tech support scams. And you?

Would you have said yes?

Should you give access to your computer or not?



https://www.boursorama.com/videos/actualites/boursorama-banque-apprenez-a-vous-proteger-de-la-fraude-180616fa048ca8f8de6190d770a2bd97
https://www.boursorama.com/videos/actualites/boursorama-banque-apprenez-a-vous-proteger-de-la-fraude-180616fa048ca8f8de6190d770a2bd97
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https://www.boursorama.com/videos/actualites/boursorama-banque-apprenez-a-vous-proteger-de-la-fraude-180616fa048ca8f8de6190d770a2bd97
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https://www.youtube.com/watch?v=zuJUXDZg_DI
https://www.youtube.com/watch?v=zuJUXDZg_DI
https://www.youtube.com/watch?v=zuJUXDZg_DI
https://www.youtube.com/watch?v=zuJUXDZg_DI
https://www.youtube.com/watch?v=zuJUXDZg_DI
https://www.youtube.com/watch?v=zuJUXDZg_DI
https://www.youtube.com/watch?v=zuJUXDZg_DI
https://www.youtube.com/watch?v=zuJUXDZg_DI
https://www.youtube.com/watch?v=zuJUXDZg_DI
https://www.youtube.com/watch?v=nLgu9s_XocY
https://www.youtube.com/watch?v=nLgu9s_XocY
https://www.youtube.com/watch?v=nLgu9s_XocY
https://www.youtube.com/watch?v=nLgu9s_XocY

DURATION OF THE ACTIVITY: 15MIN

' ACTIVITY 1: AVOID FAKE SUPPORT SCAMS...

SLDE TO PROJECT

Summarize the principle of fake tech support scams:

* Anexpert calls you. He daims to work for a welHaown company, and tells you that your computer

has been infected with a virus. Accordling to him, the only solution is to give him remote access to your computer so
that he can repair it directly. It may also attempt to sell you a so-called antivirus. Under pressure, it may seem
logical to do what he asks, but beware: it's a scam!

» Frauasters call people randomly, pretending to be legitimate experts. They try to Scare you into giving them money or
giving them control of your computer by downloading fake software or giving them your passwords. It is important not to
give in to the demands of these frauasters and ignore them.

* This scam also takes the form of pop-Up messages that appear on your screen, alerting you that your computer
has been infected.

» Eventhough the calls and poap-Lips are compeling, in reality you sk having yourr credit card codes and banking credentials
stolen, losing access to your computer, becoming a victim of identity theft, and even having your bank account emptied.
Do not call the numbers that appear directly in the waming messages.

Still taking the example of these 2 cases of scams, explain the first reflexes to have to thwart
them:

If someone calls you to verify your personal details as a result of suspicious transactions, or because a transaction needs to be
reversed after verifying your identity, dont talk any longer and hang up right away. This person is probably a fraudster who is trying to
get you to validate a financial fransaction or a connection to your account.



z BEWARE OF APPAREANCES

DURATION OF THE ACTIVITY: 15MIN

L4 ACTIVITY 1: AVOID FAKE SUPPORT SCAMS...

FAKE ERROR
MESSAGE

CALLING
THE

®‘ ., INCOMI__—=
NG CALL !

SLDE TO PROJECT

NUMBER
OR \

To explain how the scam happens, tell this story using the infographic:

Dunng this attack, the scammer contadts you and'tries o corvinee you that thexe is a problem on your compuiier and that you shoukd ket them i
toryou

The two most common ways It uses to contact you are by sending you fake error messages
on your compulter or call you on your phone.

Fake emmor messages are usually generated by a malicious or compromised webstte. You use

Jjust your web browser. For example, you click on a link in a web or network search

and then your screen suddenly displays worrying messages informing you that your computer is experiencing a
problem or virus and you should immediately call the phone number provided. These pop-ups

may appear to block access to your computer, so you can't close them. Recorded sounds or voices can even
accompany these pop-ups to make them even more visible.

Phone calls usually take the form of a "help desk agent” calling you on behalf of a trusted company such as Microsoit or Amazon.
These scammers are professionals and are ofien quite convincing...



z BEWARE OF APPAREANCES

DURATION OF THE ACTIVITY: 15MIN

L4 ACTIVITY 1: AVOID FAKE SUPPORT SCAMS...

It aoesnt maitter if you call them from a pop-Lip message or other error message, or ifthey call you as a help desk agent, the story is always
the same. They let you know that they/\e detected a problem with your computer or account and that they want you to let them fix it

Here are some things that usually happen at this stage:

FAKE ERROR * The scammer will want you to allow them to remotely access your computer so they can "fix" it. When it claims to

< repair your compuiter, it will steal your information or install malware.
P Coune 3 e * They may ask for your personal information in order to help you "correct” your account. This

NUMBER\

on Sl ™ ¥ information likely includes things like your name, address, username, password, social security
@) Noom_— number, date of birth, and any other type of personal or financial data it may trick you into revealing.

* They will often try to charge you a fee for their services in order to "fix" the non-existent problem.
If you gave them your credit card information, they may not have been able to use it and ask if you have another one. He
willfry to obtain several bank cards.

SUDETO PROJECT » They may ask you for the credit card payment verification code that you received via SMS.




2 BEWARE OF APPAREANCES

DURATION OF THE ACTIVITY: 15MIN

(2 ACTIVITY 1: AVOID FAKE SUPPORT SCAMES...

Focus on fake Microsoft tech support scams and remind them of these rules:

» Microsoft will never call you to ask for financial or personal information.
» Microsoft will also never call you unsolicited to offer technical support to repair your computer.
» Microsoft will never ask you to pay for technical support in the form of cryptocurrency like Bitcoin, or with gift cards.

ACTIVITE 1

FOCUS FAUX SUPPORT MICROSOFT

If you see an error message or pop-up window with a phone number, don't call it. Microsoft's error and waming messages never
include a phone number.

LS DINFORMATION SU If you've been contacted by someone claiming to be from Microsoft or associated with Microsoft and you think its a scam, report
ST 1 R the incident through the Microsoft online reporting tool "Report support fraud": https./www.microsoft. com/Ar-friconcem/scam?rtc=1

If you are a victim of a fake tech support scam, follow the steps on the cybermalveillance.gouv.fr site:
httos/imww.cybermalveillance.qouv.fifous-nos-contenus/iches-reflexes/amaques-au-faux-support-technique

SLDE TO PROJECT


https://www.microsoft.com/fr-fr/concern/scam?rtc=1
https://www.microsoft.com/fr-fr/concern/scam?rtc=1
https://www.microsoft.com/fr-fr/concern/scam?rtc=1
https://www.cybermalveillance.gouv.fr/tous-nos-contenus/fiches-reflexes/arnaques-au-faux-support-technique
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https://www.cybermalveillance.gouv.fr/tous-nos-contenus/fiches-reflexes/arnaques-au-faux-support-technique

DURATION OF THE ACTIVITY: 15MIN

' ACTIVITY 1: AVOID FAKE SUPPORT SCAMS...

ACTIVITY 1

HANG

DO NOT MANIPULATE YOUR DEVICE
DON'T COMMUNICATE
ANYTHING TO STRANGERS

CALL A GENUINE NUMBER
DIRECTLY

@ ¢ ¢

5 PROTECT YOUR COMPUTER

SLDE TO PROJECT

WHAT TO DO IF SOMEONE CALLS YOU
OR IF A PSEUDO ERROR MESSAGE IS DISPLAYED?

6 YPDATE YOUR
WEB BROWSER AND YOUR

CeE@ G

OPERATING SYSTEM

ACTIVATE YOUR BLOCKER
POP-UPS

CLOSE YOUR BROWSER

RESET YOUR DEVICE

SPREAD THE WORD

Review what to do if you get a call or if you get a pseudo error message:

* Hang up: Most real software companies won't call you to tell you that your
computer is compromised. If you are called, it is false.

* Do not manipulate your device: hang up if you are asked by phone to make
manipulations on your computer.

» Don't share anything with strangers: Don't give anyone any information about your accounts (any usernames
or password) or computer information (IP address). You have no quarantee that the person at the
The end of the line tells you the truth about

NigKIrgehuine number directly: hang up and call the organization in question using the number
obtained from a reliable source, from the organization's website or on invoices or account Statements.

* Protect your computer: many products are available to protect your computer: antivirus,
anti-spyware and firewalls. In some cases, they can be purchased as a software suite. When you do it
Regularly updating them can prevent malware from accessing your compulter.



z BEWARE OF APPAREANCES

DURATION OF THE ACTIVITY: 15MIN

L4 ACTIVITY 1: AVOID FAKE SUPPORT SCAMS...

Update your web browser and operating system: they both have built-in defenses that are reqularly updated to
keep up with the latest viruses and other malware. By ensuring that your operating system is updated (e.g.,
Windows,

WHAT TO DO IF SOMEONE CALLS YOU chances on your side.
O R RO eSS ACE S DS RLA « Tum on your pop-up blocker: Most web browsers have a

rane Eyromevoun Built-in pop-ups that prevent pop-ups from appearing on your screen. This could help you

OPERATING SYSTEM

O
() vonoTmANPLLATEYOURDEVIE protect from fraudulent pop-ups.
DONTCOMMUNCATE D oo » Close your browser: If your screen suddenly fills up with scary messages, close immediately
3 CALL A GENUINE NUMSER @ coseromamonsss your browser (try pressing Alt+F4 if you can't do it with the mouse). If you can't
& reservovmoece Close your browser, try restarting your computer.
\QJROTECT YOUR COMPUTER LY spreap THE wORD * Reset your device: If you've granted scammers access to your computer, you can try to get them
reset.
SLIDETO PROJECT » Talk about it around you: share your experience to make those around you aware of this threat. And if you

have paid, contact your bank and file a complaint.




BEWARE OF APPAREANCES

DURATION OF THE ACTIVITY: 15MIN

' ACTIVITY 1: AVOID FAKE SUPPORT SCAMS...

ACTIVITY 1

TO REPORT

g SCAMS, THANKS TO

REMEMBER: TH%:ZSTEM

GUIDED CHOICE FORM

Take stock of the actions to remember to avoid scams.

DON'T CLICK ON HANG
- —_— AVAILABLE ON SERVICE-
MESSAGES IF YOU ARE ASKED TO I PUBLIC.FR
URGENT ISSUES MAKE '
THAT APPEAR MANIPULATIONS ON
WHILE YOU'RE YOUR COMPUTER
BROWSING ONLINE IF YOU ARE FACED WITH A
AND DON'T DIAL THE SCAM,
NUMBER TELL A FRIEND,
LT NEVER INSTALL AN APP AT THE CO—LLEAGUE OR A FRIEND.
REQUEST OF SOMEONE YOU DON'T

FAMILY MEMBER TO RAISE
AWARENESS
TO THIS THREAT

KNOW

SUDE TO PROJECT



DURATION OF THE ACTIVITY: 45MIN

ACTIVITY 2: DON'T LET CYBERCRIMINALS...

The topics of online scams are constantly * Someone will contact you by phone or text
renewed, but their operation often remains the message to offer you training based on your rights
same: you are sent false information and asked to and offer to help you create your account.
click on a link to solve a situation that does not exist. * An email tells you that your webcam has been
hacked, your browsing on pornographic sites
There are many examples: has been recorded and, of course, a list of all
* You receive an SMS or email from a trusted sender your contacts and passwords has been collected.
inviting you to click on a link to update your
account, frank a parcel or receive money. All this is false!

OBJECTIVE OF THE SEQUENCE Learn to recognize the signs of a scam.

The scourge of phishing in four examples |

Youtube Phishing: Detecting a malicious message
CNIL

What to do in case of phishing? | Cybercrime



https://www.youtube.com/watch?v=Vz_P6HDaZlg
https://www.youtube.com/watch?v=Vz_P6HDaZlg
https://www.cnil.fr/fr/phishing-detecter-un-message-malveillant
https://www.cnil.fr/fr/phishing-detecter-un-message-malveillant
https://www.cybermalveillance.gouv.fr/tous-nos-contenus/fiches-reflexes/hameconnage-phishing

BEWARE OF APPAREANCES

DURATION OF THE ACTIVITY: 45MIN

W ACTIVITY 2: DON'T LET CYBERCRIMINALS...

To begin, ask participants:

Have you ever received suspicous messages by emai or SMS?
ACTIVITY 2 Do you know someone who has ever been a victim of phishing?
DON'T LET What can be the consequences if you click on a link contained in a suspicious message?
\ ’ CYBERCRIMINALS Wheat canmake youwantto dickonalink?
STEAL FROM YOU

Activity 2

-

FRAUD TESTIMONIAL VIA BLABLACAR

SLIDES TO PROJECT

Tonight, | think | almost got
victim of a serious scam on Fristad pout | pestane! %00
Blablacar.

| want to tell you this in case you find o
yourself in the same situation...

Then, discover Valentin's testimony.

After my Paris/Douai train was cancelled due to the Naively, | book the ride, and | wait for confirmation. 1h30 later, | receive
Eunice storms, | decide to turn to Blablacar. | a first email telling me that Tiphaine has accepted the reservation, then
see a ride for 9 euros (cheap), proposed by "Tiphaine". a second one telling me on the contrary that she has

On his profile, there are no photos and no notes. You think that's cancelled the trip, and that | will be refunded.

ladle? You are right.

ractices
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DURATION OF THE ACTIVITY: 45MIN

W ACTIVITY 2: DON'T LET CYBERCRIMINALS...

How can fraudsters go about making their scam credible? To test the participants,
PUIZ offer the "To click or not to click" quiz. For each
TO CLICK OR NOT TO CLICK? affirmation, the participants answer the question "Faced with this message, should we click or not?"

in order to find out the right answer.

Debrief the exercise by explaining the concepts of phishing and
smishing:
Phishing is the most common form of scam on the intemet
ifeeltgucsiadimpemaas akpaninaiganiioraconaay nusihgsking you to
confirm your information following a technical incident, such as your contact
{atszvomtinomber, personal codes, efc.) or your password.

Smishing is a form of SMS phishing on mobile phones. These messages are also very
persuasive and ask you to folow a ink.

SLIDES TO PROJECT

@ PHISHING

Cliquez sur ce lien !!
https://www.toutvabien.com




DURATION OF THE ACTIVITY: 45MIN

w ACTIVITY 2: DON'T LET CYBERCRIMINALS...

= S Just like barcodes, QR codes are images that contain encoded data, such as a link that can redirect to a website or allow an app
- to be downloaded. Their use has become widespread in recent years due to their practicaltty, avoiding laborious link entry on

|¥| PHISHING SMISHING mobike devices. However, as with any technological innovation, QR codes have caught the attention of cybercriminals. Incidents

stich as fake ticket notices left on car winashields or fake QR codkes stuck on parking meters have been reported. These
- fraudulent QR codes, also known as quishing, started making headlines requiiarty when it comes to cybercrime as early as 2023.

H —4 Sending malicious QR codes via email may seem suspicious becauise it requiies a second device to scan, reducing the

B success rate for cybercriminals, Moreover, the physical distibution of QR codes can only target a limited number of potential
vicims, thus presenting a low retum on investment and a high risk of detection for ciminals.

SLIDE TO PROJECT
Whie the threat of malicious QR codes is still imited, it remains real, exploiing vicims' difficuty in recognizing fraudlulent links,
especially when they are masked as a QR code. These malicious QR codes can redirect users to fraualent sites or trick them
into downloadling viruses.

Therefore, itis crucial to always check the legitimacy of QR codes before scanning them, just as one would for a link contained in
amessage, in order to avoid any attempts at scamming or malware infection.



DURATION OF THE ACTIVITY: 45MIN

w ACTIVITY 2: DON'T LET CYBERCRIMINALS...

SLIDE TO PROJECT

@ PHISHING

IIIIIIII

SMISHING

w.toutvabien.com

https://lienbizarre.com

Continue by giving some advice:

* Be wary of messages that ask you to click on a link, confirm personal information, or
Reset a password. These messages can be false alarms and it is best not to follow them.

* If you hover over a link with your mouse (on a computer), youll see where the Ink takes you. Ifthe address doesnt match the
official website address, there's a good chance ifs afake. Often, fraudisters use shortened links to make it look like a link looks like
Its safe to click. If you receive a short Ink; there are free online expander tools that allow you to copy and paste the link, in order to

reveal its true destination. Be careful, however, if you don't want to accidentally click on the short link.
If youre woried that you won't be able to copy and paste the link correctly, delete the email or text message with the shortened

link instead and go to the company’s main website to access your account or the offer youlre interested in.

« Anunknown sender offers you to download 'free” applications that are usLially paidl. This offer is an atfempt to Steal personal orbanking
information from you. Download your gops only fiom offioal stores and publishers' sites, otherwise you risk downloading malcious solware that
couldl compromise your e,
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DURATION OF THE ACTIVITY: 45MIN

W ACTIVITY 2: DON'T LET CYBERCRIMINALS...

Review the best practices to have in this situation. You can go live to

ACTIVITY 2

YOU'RE

ON THE
MESSAGE
YOU HAVE
RECEIPT?

SLIDES TO PROJECT

UNSURE

-

the www.signal-spam.fr site to show the platform to the participants.

on't be afraid! You probably have nothing compromising
roach you with

eck the sender's address: contact them through another channel.
n official body will almost always have an "ne-pas-
re@ministere.gouv.fr" email address

Don't respond to any suspicious emails or blackmail so that you don't
Show the sender that you're receptive to the message

Change your passwords, avoid having the same password for each
account to protect against cascading attacks, and, if possible, enable
two-factor authentication on your most sensitive accounts, including
email accoun ts

ake screenshots and report the email on the website:
.signal-spam.fr

If the scam you want to report has reached you by SMS, forward
it to the number 33700

You can go live on cybermalveillance.gouv.fr to show the platform to the
participants.

Delete the message

Remind them of the first reflexes to have:
scnvry 2 If you receive an email or text message that appears to come from a welHmnown site such as your bank; the

getwemergy supplier, etc., be vigiant before clicking on the link. He
It is preferable to connect directly to the site on which you have an account.

AND IF YOU'VE DISCLOSED
YOUR PASSWORD

WHAT IF YOU HAVE

PAID AND ARE THE
OR INFORMATION FAID
?
PERSONAL? VICTIM OF A SCAM?

L L Ll
cccccc accounts immediately .

Report scams, thanks to the THESEE device and the e yar [k 2D to Venﬁ/ ﬂ"’e Origin Ofme message,’

guided choice form available on service-public.fr attempt to have the payment reversed

Visit cybermalveillance.
3 for assistance to victims of malicious acts for more
dvi

ouv.fr, the national platform File a complaint online, using the THESEE
system and the guided choice form
available on service-public.fr



http://cybermalveillance.gouv.fr/
mailto:ne-pas-repondre@ministere.gouv.fr
mailto:ne-pas-repondre@ministere.gouv.fr
mailto:ne-pas-repondre@ministere.gouv.fr
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DURATION OF THE ACTIVITY: 45MIN

@ ACTIVITY 2: DON'T LET CYBERCRIMINALS...

It is essential to be extra vigilant against cyber-scams and attempts to steal your data
personal or banking. Here are some tips to help you spot and avoid pitfalls.

- -

HOW TO SPOT A SCAM RECEIVED BY EMAIL OR SMS?

Go on to explain to participants that online scams can be hard to spot: even cybersecurity
professionals can be fooled! However, there are a few signs that can identify them.
Comment on the 5 tips:

Beware of unknown senders: be particularly Check the links: Before clicking on the links, leave your mouse on

SLIDES TO PROJECT f|  HOWTOSPOTASCAMRECEIVED vigilant if the message comes from an email address or a them. The full link will then appear. Make sure that this link is
? DSE number-phone that you don't know or that doesnt consistent and points to a legitimate site. This is more difficult to

@ part of your contact list. Ask yourself who is do from a smartphone screen, because you have to press your

il the sender. finger on the link.

UNKNOWN Pay attention to thewriting: even if it tums out to be less and less true, Be wary of strange, urgent and too good to be frue requests: ask
Some malicious messages are not written correctly. If the yourself the question of the legitimacy of any requests
message contains typos, speling ortums of phrase expressed. No organization has the right to ask you for your
Inappropriate sentences, is that it is not authentic and does not orginate credit card code, access codes and passwords. Do not
not a credlble organization (administration, major brand), efc.). transmit anything confidential, even at the request of a
The sender’s emai address is not a reliable criterion: person who claims to be part of your entourage.

If the message seems to be from a friend, contact them on another
channel to make sure it's really them. Your contacts' device and
mailbox can be hacked and used to send you phishing messages via
SMS oremail.



DURATION OF THE ACTIVITY: 45MIN

w ACTIVITY 2: DON'T LET CYBERCRIMINALS...

SLIDES TO PROJECT

JAORROE

Activity 2

CREATE YOUR OWN

SCAM

Test your participants' knowledge by offering them a role-playing game "Create your own scam"

(after " The School of Social Media "). Print or ask to copy the templates on the following
slides.

Ask participants, separately or in pairs, to create their own example of an online scam. They will
be able to put themselves in the shoes of a fraudster and think about social engineering attacks.

Encourage participants to think about the following questions when creating their mock scam:
* Whatis yourgoal? (Whetcb youwartio getformyournvicim(s)?

* How will you make your scamrealistic? (If the scam is too weird or obvious, people wont

will not fall into the trap)

« Howwill you use technology to carry out your scam? For example, short URLS like bitly and QR codes can make it dlficut
to spot a fake website adalress. Fake likes/followersieviews can also seem genuine or populiar when they are not, etc.


https://www.schoolofsocialnetworks.org/fr/proteger-ses-donnees-et-ses-appareils-version-enseignants/

2 BEWARE OF APPAREANCES

DURATION OF THE ACTIVITY: 45MIN

W ACTIVITY 2: DON'T LET CYBERCRIMINALS...

Guide the participants by indicating that, generally speaking, social engineering
methods are carried out according to the following pattern:
* Anapproach phasethat allows the interocutor to gain confidence.
CREATE YOUR OWN » Analert in orderto destabilize him and ensure the speed of his reaction ("there is a problemon a
SCAM contract, invoice, efc. »).
*Adiversion, .. a sentence or a sitiation to reassure the user and prevent them from focusing on the alert. For example,

a thank you and a reassuring message that everything will be restored if the person

JAORROLE

Ask a particpant or volunteer group to share their scam: can other people

Spot the signs that it is a scam?



BEWARE OF APPAREANCES

DURATION OF THE ACTIVITY: 45MIN

W ACTIVITY 2: DON'T LET CYBERCRIMINALS...

Remember that fraud is an offence listed in the penal code
(Article 313-1) punishable by 5 years' imprisonment and a fine of
€375,000.

ACTIVITY 2

Fraud is the act, either by the use of a
false name or a false capacity, or by
the abuse of a true capacity, or by the
use of fraudulent manoeuvres, of

deceiving a natural or legal person and
thus inducing him, to his prejudice or

FRAUD IS AN OFFENCE LISTED IN THE CRIMINAL :1° t:I‘e p'eJ'“fd‘C: & & Gl (e &
CODE (ARTICLE 313-1) PUNISHABLE BY: and over funds, securities or any

property, to provide a service or to

5 YEARS IMPRISONMENT e 1o g o harge.
€375,000 FINE

SUDES TO PROJECT

ACTIVITY 2

TO REMEMBER; REMEMBER, IF IT

% SOUNDS TOO GOOD TO\
BE TRUE, IT PROBABLY

EEWARY OF e e Take stock of the reflexes to remember to avoid scams.

ccccccccccccc
EXAMINE MESSAGEYOU A
WITH CAUTION RESPONSE OR
MESSAGES WITH IMMEDIATE
VISUALSTHAT ARE A PRIORI ACTION
OFFICIAL BUT WHOSE

THE DISPLAY QUALITY ISPOOR
ORWITHFAULTS NEVER CLICK
SPELLING ON A LINK OR BEFORE INSTALLING
ATTACHMENT WHOSE _» AN APP,
ORIGIN ASK YOURSELF IF YOU
OR NATURE SEEMS REALLY NEED IT

DUBIOUS TO YOU



New message
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z BEWARE OF APPAREANCES

DURATION OF THE ACTIVITY: 10MIN

ACTIVITY 3: SPOT DEEPFAKE CONTENT

CONTEXT

A deepfake is an image, video, or audio recording generated by artificial intelligence (Al), typically
used to spread false information. In recent years, advances in artificial intelligence (Al) have made

deepfakes seem so realistic that it can be difficult for even the most skilled experts to spot them as
fake.

OBIJECTIVE OF THE SEQUENCE:

Practice recognizing text or an image generated by an Al.

Check the accuracy of a text before sharing or commenting on it.

RESOURCES TO GO FURTHER

CNIL - artificial intelligence: what are we talking about?



https://cnil.fr/fr/intelligence-artificielle/intelligence-artificielle-de-quoi-parle-t-on
https://cnil.fr/fr/intelligence-artificielle/intelligence-artificielle-de-quoi-parle-t-on
https://cnil.fr/fr/intelligence-artificielle/intelligence-artificielle-de-quoi-parle-t-on

z BEWARE OF APPAREANCES

DURATION OF THE ACTIVITY: 10MIN

W ACTIVITY 3: SPOT DEEPFAKE CONTENT

Activity

To start, offer the quiz "Real photo or not ?". For each statement,
participants must guess whether the proposed image is real or
generated by an Al.

Real or not?

SLUDES TO PROJECT

If you want to extend the activity, you can continue the quiz on the website:



http://www.realornotquiz.com/
https://www.realornotquiz.com/

BEWARE OF APPAREANCES

DURATION OF THE ACTIVITY: 10MIN

W ACTIVITY 3: SPOT DEEPFAKE CONTENT

Activity
- =] - 3

Look for the 4 signs indicating that this text has been
generated by an Al:

How can you spot content generated by artificial intelligence and thus be wary of
T it? To test the participants, offer to read this fake article and identify the signs

These endemic ciéatuies are in danger of habitats. This helps us to piotegei these
reci

extinction due to deforestation and precious animals and to prevent illegal
baffling. If we don't do this, they could iviti

disappear by 2025. M :

n short, it is our devoii de piotégei les e raylng I .

It is important to understand that icoines play icoines and leui habitat.

a ciucial island in the ecosystem. They help

pollinate plants and increase the population of If we work together, we can ensure a
s

diagons. In addition, the magic coine ha: better way to get to these fascinating
inflexible cuiative piiieties. places and our planet.

SUDE TO PROJECT

Activity
- - 3

Bring up the clues as you go along by commenting on them:

Look for the 4 signs indicating that this text has been
generated by an Al:

e 1. Factual inconsistencies: Mention of unicoms and dragons as real creatures with an ecological role.
Lt M 2. Inconsistent Transitions: Abrupt transition between points without detailed explanations.
O 3. Lack of sources: No facts or figures mentioned (such as the disappearance of unicoms by 2025) are sourced.

4. Punctuation errors and tuming: Correct punctuation but use of exclamation marks without spaces ("Hello everyone!”) which
may seem artificial.




BEWARE OF APPAREANCES

DURATION OF THE ACTIVITY: 10MIN

W ACTIVITY 3: SPOT DEEPFAKE CONTENT

Activity
3

H To remember:

What can we do to combat deepfakes?

Take stock of the points to remember to spot deepfakes.

Check for accuracy before If a title, video, image, or audio
sharing or commenting. recording sounds sensational, be sure to
read the full story
and to verify its source before sharing its
content.

The best way to stop the spread of a
deepfake is to avoid sharing or commenting
on it further.

SLIDE TO PROJECT



PROTECT

YOUR ACCOUNTS
ONLINE

>~ CONTEXT

(@] Like most people, you probably use the same password for multiple
tE R R L L L L L L L L k] o . . . . .
online accounts. This is a mistake: hackers can easily gain access to
your online accounts if your email password is compromised. So,
it's important to know how to manage your passwords and protect

your online accounts.

*hkxkdxx @

~

—

e’



PROTECT

YOUR ACCOUNTS
ONLINE

}

OBJECTIVE OF THE SEQUENCE

This sequence encourages participants to regain control of their
passwords in order to better protect their online accounts through
a strategy based on: choosing a unique password for each
account, two-factor authentication for sensitive accounts,
using a password manager and creating a strong and easy-to-
remember password.

At the end of this sequence, participants will be able to:

 Understand the techniques to create unique and secure
passwords (passphrases, random words, password
manager).

* l|dentify the value of two-factor authentication for the most
sensitive accounts, including the email account.

ACTIVITIES

ACTIVITY 1: AGOOD PASSWORD IS
YOUR BEST LINE OF DEFENSE

Raise awareness of the threats to passwords and
the need for a unique and strong password per
website, application, email, social network.

Learn how to manage your passwords.

ACTIVITY 2: PROTECT YOUR MOST

IMPORTANT ONLINE ACCOUNTS

Introduce two-factor authentication for online
accounts, especially for email accounts.



PROTECT
YOUR ACCOUNTS

ON LI N E Before you begin, ask participants what they know
r about passwords:
Why are passwords important? How do they

memorize them?
Can they have a different password for each device and online account? How many online

accounts do they have?
Is it a good idea to Use a notebook to write down your passwords? Should
you let the browser save your passwords?

How can you help aloved one who doesnt know how to manage their passworls?

Protect

Your accounts
Online

LET'S MOVE ON NOW
TO ACTIVITIES

N—>

SLIDE TO PROJECT



DURATION OF THE ACTIVITY: 15MIN

ACTIVITY 1: AGOOD PASSWORD IS YOUR...

CONTEXT

The security of online services such as email accounts, social networks, banks, online sales sites
depends mainly on passwords. It's easy to succumb to the temptation to choose passwords that are too
simple, but this increases the risk of being hacked.

OBJECTIVE OF THE SEQUENCE

e Raise awareness of password threats and the need for a
strong, unique password per website/app/messaging/social
network.

* Learn how to manage your passwords.

The CNIL's advice for a good password | CNIL

Security: Use multi-factor authentication for your online accounts | CNIL Why and how
to manage your passwords - Cybermalveillance Recommendations for multi-factor
authentication and passwords | ANSSI



https://www.cnil.fr/fr/les-conseils-de-la-cnil-pour-un-bon-mot-de-passe
https://www.cnil.fr/fr/securite-utilisez-lauthentification-multifacteur-pour-vos-comptes-en-ligne
https://www.cnil.fr/fr/securite-utilisez-lauthentification-multifacteur-pour-vos-comptes-en-ligne
https://www.cnil.fr/fr/securite-utilisez-lauthentification-multifacteur-pour-vos-comptes-en-ligne
https://www.cybermalveillance.gouv.fr/tous-nos-contenus/bonnes-pratiques/mots-de-passe
https://www.cybermalveillance.gouv.fr/tous-nos-contenus/bonnes-pratiques/mots-de-passe
https://www.cybermalveillance.gouv.fr/tous-nos-contenus/bonnes-pratiques/mots-de-passe
https://www.cybermalveillance.gouv.fr/tous-nos-contenus/bonnes-pratiques/mots-de-passe
https://www.ssi.gouv.fr/guide/recommandations-relatives-a-lauthentification-multifacteur-et-aux-mots-de-passe/
https://www.ssi.gouv.fr/guide/recommandations-relatives-a-lauthentification-multifacteur-et-aux-mots-de-passe/
https://www.ssi.gouv.fr/guide/recommandations-relatives-a-lauthentification-multifacteur-et-aux-mots-de-passe/
https://www.ssi.gouv.fr/guide/recommandations-relatives-a-lauthentification-multifacteur-et-aux-mots-de-passe/

DURATION OF THE ACTIVITY: 15MIN

& ACTIVITY 1: A GOOD PASSWORD IS YOUR...

8

-

SLIDES TO PROJECT

ACTIVITY 1

A GOOD PASSWORD,

IT'SYOUR BEST

To begin, ask participants:
Why is it important to choose a good password?

Reusing the same password for all your online accounts is not a good practice at all. By
varying passwords and using a strong, unique password per account, the risk of cascading

LINE OF DEFENSE hacks is reduced.

So one of the most effective cybersecurty measures is to have a word from
Difierent for each of your accounts and devices, but it's not easy to remember each of them.

One solution is to use a password manager.
All you need to do is remember a single strong
password.
(rxrnr &) esvmer o s Next, review the risks of using a password
CHOOSE A PASSWORD Jra o contacts by hcking your maboses unique by specifying:
DIFFERENT i e " S .
FOR EACH ACCOUNT The main risk of using a single password for all your accounts is to get
hack all of their personal data. Because if a hacker manages to find out your

WHAT ARE THE RISKS OF

(xxxx USING THE SAME

PASSWORD EVERYWHER

authentication methoa's on a ste, it can then use them on all your acoounts.



DURATION OF THE ACTIVITY: 15MIN

& ACTIVITY 1: A GOOD PASSWORD IS YOUR...

To begin, ask participants:

What are the characteristics of a strong password’?

CREATE A STRONG PASSWORD

ROBUST PASS OT

SLIDES TO PROJECT

ttttttttttttttt

nnnnnnn

A diferent passwordfor each site is areadly good but notenough! However, itis necessary that
Passwords are difficult enough to quess to discourage some fraudsters.

Review the 3 criteria for a strong password by commenting on
them:

Agood passwordis stong ifit meets three areria:

Complete: contains at least 14 characters and 4 different types: lowercase,
capitals, numbers, and special characters (punctuation marks or

€1#.)).

Says nothing aboufyoui: no one shoukdl QUESS your password from yourr cate

birthaay, your nickname or your favorite movie. The same goes for the code of your

Smartohone: prefer a random number to a year.
Unique: each of your online accounts (email, social network, etc.) must have its own

password and you should not reuse this password for another account.




DURATION OF THE ACTIVITY: 15MIN

& ACTIVITY 1: A GOOD PASSWORD IS YOUR...

Its noteasy to create a strong and easy-o+emember password,. However; there is the
passphrase technique or combined words.

Memorize a phrase and then use the first etter of each word to create your password. The
. sentence must contain numbers and special characters! The CNIL provides
workin evbersecuriy A generator that allows you to design your password in seconds! Example: "I'm not 1 hacker

svncsgoanr s and yet | work in cybersecurtty!" can become: Jnsp Th&pjtdic!

PASSPHRASE COMBINED
(PASSPHRASE) WORDS

Anothertechnique for creating a stong password s to combine random sets of fourwordls. Forexanmple,

SLIDE TO PROJECT "SwanSongBearerMagnifying Glass" s a password that is very complicated o quess, buteasy o remembey.
The stongest passwords are ranclom sefs of three orfourwords. When you choose words of diferentlengths
and place themina speaiic order; itis more dificut to crack your passwordt the hacker has nolobea howlong the
passwordis orwhat fypes of wordstharacersit coniains.




DURATION OF THE ACTIVITY: 15MIN

& ACTIVITY 1: A GOOD PASSWORD IS YOUR...

Explain that another solution is to use a password generator

whose main advantage is to create random passwords that are
therefore difficult to guess:

ACTIVITE 1

It can be difficult to remember the many passwords, especially if they are strong and
randomly generated. That's why password managers were created! It's a convenient
solution that allows you to save ALL accounts and passwords with peace of mind.

With a password manager; al usemames and passwords can be stored ina secure catabase encrypted by
a'master” passwordthat has been veriied for securty. This alows youto have only one passwordlto acoess
dlthe others. Passwords canbe verylong, very complex and al diiferert because tis the computer thet
generatesthemandremembers themioryou. This Solfware also malkes it easierto enter passwordls without
SLIDETO enmors and alows you fo remember the many usemames and accounts that you accumuliate over time.

PROJECT
Inpracie, there are many soluions onthe market Among the free sofware proolicts are KeePass (whose
security has been evaluated by the ANSSI), Zenywayand Passwordsafe.

USE A PASSWORD MANAGER

PASSWORDSAFE ZENYWAY KEEPASS
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https://keepass.info/
https://zenyway.com/password-manager/home/fr/index.html
https://pwsafe.org/

DURATION OF THE ACTIVITY: 15MIN

ACTIVITY 1: AGOOD PASSWORD IS YOUR...

Finally, visit the site to check if a password has been
compromise:

haveibeenpwened.com s a site that lists passwords compromised durng massive data
leaks. The user only has to enter his email adaress or phone number (ofien used as an
identifier) to find out if he Is in a hacked database and if his passwords have been stolen.

ACTIVITE 1

IS YOUR PASSWORD COMPROMISED?

"--have i been pwned?

SLIDES TO PROJECT

TO REMEMBER:

Take stock of the actions to remember for good use
passwords.

SECURE ACCOUNTS AND DEVICES WITH STRONG
PASSWORDS OR PASSPHRASES

MAKE SURE PASSWORDS OR PASSPHRASES ARE UNIQUE
FOR EACH ACCOUNT AND DEVICE



ACTIVITY 2: PROTECT YOUR ONLINE ACCOUNTS...

CONTEXT

Using the same password for all your accounts is a risky practice. If you are a victim of phishing or if a third-party
website is the victim of a data breach that includes your password, a fraudster could use them to not only access that
website, but also to access the content of your email.

It is not recommended to use your email account to store sensitive data. In particular, avoid storing
credentials such as a scan of your passport, ID card or passwords in a draft.

It is preferable to use a protected folder, such as a personal safe, to store encrypted files and make them
accessible only after two-factor authentication.

If you don't secure your email account now, this situation could expose you to further dangers. Indeed, a
malicious person could use the forgotten password feature to take control of your other online accounts.
Be careful with email accounts that you don't use much; They could easily be hijacked without you
noticing.

OBIJECTIVE OF THE SEQUENCE

Introducing two-factor authentication for
online accounts, especially for mailboxes.

Jean-Jacques Latour,

Cybermalveillance.gouv.fr, explains the danger

of hacking mailboxes



https://www.youtube.com/watch?v=Ha9_XY5XRR8
https://www.youtube.com/watch?v=Ha9_XY5XRR8
https://www.youtube.com/watch?v=Ha9_XY5XRR8
https://www.youtube.com/watch?v=Ha9_XY5XRR8
https://www.youtube.com/watch?v=Ha9_XY5XRR8
https://www.youtube.com/watch?v=Ha9_XY5XRR8

° ACTIVITY 2: PROTECT YOUR ONLINE ACCOUNTS...

To begin, ask participants:

Have you ever used iwodactor authentication?
Whatis the diiierence between two{actor authentication and passwordless authentication?

ACTIVITY 2

PROTECT

YOUR MOST
IMPORTANT ONLINE
ACCOUNTS

Nowaoays mostonine sevicesrequire anermal actlressto register. The secuyofthese Servioes
depends on the security of your email account. This means that if Someone accesses your account from
messaging, it will be able to easily access all other related services by making a reset request
password through the link contained in the email received in your inbox. It is therefore necessary to ensure that
theiremail accounts are well secured, enabling all avaiable securty options Such as
two-factor authentication and passwordless authentication. This consideration also applies to
social media accounts that are increasingly connected to aops.
A fraudisteracoessing youremal acoount coukd do the folowing:
*  Identity theftthanks to the data found in your mailbox (passport copy, card photo)
blue, proof of address, efc.).
*  Hijacking online accounts with password reset features.
*  Ransom demand/following compromising data found in your mailbox.
*  Adding an email forwarding (often unverified afler a mailbox has been compromised): your emails
continue to leak despite any subsequent password changes...

SLUDES TO PROJECT

(According to the CNIL infographic "Why
secure your mailbox password as
much as possible? ")



https://www.cnil.fr/fr/pourquoi-securiser-au-maximum-le-mot-de-passe-de-votre-boite-email
https://www.cnil.fr/fr/pourquoi-securiser-au-maximum-le-mot-de-passe-de-votre-boite-email
https://www.cnil.fr/fr/pourquoi-securiser-au-maximum-le-mot-de-passe-de-votre-boite-email
https://www.cnil.fr/fr/pourquoi-securiser-au-maximum-le-mot-de-passe-de-votre-boite-email

DURATION OF THE ACTIVITY: 15MIN

ACTIVITY 2: PROTECT YOUR ONLINE ACCOUNTS...

L -

HOW DOUBLE AUTH WORKS

CONNEXION
DEPUIS UN NOUVEL
APPAREIL

U VOTRE CODE

SLIDE TO PROJECT

ACTIVITE 2

SOME SERVICES OFFERING T
FACTOR AUTHENTICATION

¢ Gmail, Outlook/Hotmail, Yahoo Mail.

® Facebook, Instagram, LinkedIn, S
TikTok, Twitter...

e Skype, Teams, WhatsApp, Zoom...
¢ Amazon, eBay, Paypal...

¢ Apple iCloud, Dropbox, Google Drive,

IF YOU USE ONE OF THESE

SERVICES, ACTIVATE TWO-FAC

AUTHENTICATION!

Use the infographic to explain two-factor authentication and
Encourage your contacts to activate it on their accounts whenever
possible:

TwoHactor authentication, also known as "two-step authentication/verification’,
IS an effective way to keep an online account secure.

More andmore onine services offer this goiion. In adkiliion fo youracoountname:

and password, these services ask you for confirmation that you can
receive, for example, as a temporary code received by SMS, e-mail
(email), via an app or a FIDO2 security key that you keep with you.



Aops ke Microsoft Authenticator or Google Authenticator allow you to
simplify the use of two-factor authentication for your accounts by

accepting or not accepting a notification
on your phone.

CONNEXION
DEPUIS UN NOUVEL S

ome services
APPAREIL

VOTRE CODE

e R T If you sign in to your account from a new device or from
-mecnssemcol g NEW geogiraphic location, you will receive a notification. You
weerstened| oo choose fo allow or deny access! This function also informs

attempts by others to access their account.

SLDETOPROIECT If you receive an authentication code that you didnt ask for (for example, if you

dioht just try to sign in to your account), Someone else probably knows your
password and is trying to access your accourtt It is advisable to log in to this
acocount as soon as possible and change the password. Ifthis password is used

on other accounts, you must change it on those accounts as well,

° ACTIVITY 2: PROTECT YOUR ONLINE ACCOUNTS...

You can do a demonstration on how

to enable the dual

authentication on Instagram, Facebook,
Gmail, Outlook, Snapchat or TikTok:

Two-factor authentication on Instagram Two-factor

authentication on Facebook Two-step

authentication on Google account Two-step

authentication on Microsoft account Two-factor

authentication on Snapchat Two-step

authentication on TikTok



https://support.microsoft.com/fr-fr/account-billing/connectez-vous-%C3%A0-vos-comptes-%C3%A0-l-aide-de-l-microsoft-authenticator-appeil-de-messagerie-582bdc07-4566-4c97-a7aa-56058122714c
https://support.google.com/accounts/answer/185839?hl=fr&ref_topic=2954345
https://support.google.com/accounts/answer/185839?hl=fr&ref_topic=2954345
https://help.instagram.com/566810106808145
https://help.instagram.com/566810106808145
https://help.instagram.com/566810106808145
https://fr-fr.facebook.com/help/148233965247823
https://fr-fr.facebook.com/help/148233965247823
https://fr-fr.facebook.com/help/148233965247823
https://fr-fr.facebook.com/help/148233965247823
https://support.google.com/accounts/answer/185839?hl=fr&co=GENIE.Platform%3DDesktop
https://support.google.com/accounts/answer/185839?hl=fr&co=GENIE.Platform%3DDesktop
https://support.google.com/accounts/answer/185839?hl=fr&co=GENIE.Platform%3DDesktop
https://support.google.com/accounts/answer/185839?hl=fr&co=GENIE.Platform%3DDesktop
https://support.microsoft.com/fr-fr/account-billing/proc%C3%A9dure-d-utilisation-de-la-v%C3%A9rification-en-deux-%C3%A9tapes-avec-votre-compte-microsoft-c7910146-672f-01e9-50a0-93b4585e7eb4
https://support.microsoft.com/fr-fr/account-billing/proc%C3%A9dure-d-utilisation-de-la-v%C3%A9rification-en-deux-%C3%A9tapes-avec-votre-compte-microsoft-c7910146-672f-01e9-50a0-93b4585e7eb4
https://support.microsoft.com/fr-fr/account-billing/proc%C3%A9dure-d-utilisation-de-la-v%C3%A9rification-en-deux-%C3%A9tapes-avec-votre-compte-microsoft-c7910146-672f-01e9-50a0-93b4585e7eb4
https://support.microsoft.com/fr-fr/account-billing/proc%C3%A9dure-d-utilisation-de-la-v%C3%A9rification-en-deux-%C3%A9tapes-avec-votre-compte-microsoft-c7910146-672f-01e9-50a0-93b4585e7eb4
https://support.snapchat.com/fr-FR/a/enable-login-verification
https://support.snapchat.com/fr-FR/a/enable-login-verification
https://support.snapchat.com/fr-FR/a/enable-login-verification
https://support.snapchat.com/fr-FR/a/enable-login-verification
https://support.tiktok.com/fr/safety-hc/account-and-user-safety/account-safety
https://support.tiktok.com/fr/safety-hc/account-and-user-safety/account-safety
https://support.tiktok.com/fr/safety-hc/account-and-user-safety/account-safety
https://support.tiktok.com/fr/safety-hc/account-and-user-safety/account-safety

ACTIVITY 2: PROTECT YOUR ONLINE ACCOUNTS...

Now explain the principle of the passkey:

Another more secure and phishing-resistant option is being deployed in the tech world, and

that is passkeys. They were designed by the giants of the industry to overcome the

What is a passkey? weaknesses of passwords. In short, passkeys use encryption technology to secure access.

s e enenssens ool THey create a unique key that is stored exclusively on the device. Seconaly, they rely on
smartphone locking systems, such as biometric recognition or a PIN code, to ensure that it
is the owner of the account who Is logging in. This makes it more secure and just as easy to

e s ol USE @S @ password. However, you should know that not all sites are compatible with

passkeys yet, but this should accelerate in the coming months.

-

1. Devicereaognition
In order to register for a service or an applicat
peblér kégdnd a piived key. The piived key, associated wic
interacts with the public key, integrated into the service or
public key validates the authenticity of the piived key.

different methods: biometric design, fingerprinting, or PIN.

Thus, passkeys offer a secure and piatic solution, eliminating t

SLIDE TO PROJECT



SLDES TO PROJECT

ACTIVITE 2

STRONG,

UNIQUE PASSWORDS
+ AN AUTHENTIC. VIA APP

UNIQUE, STRONG PASSWORDS
+ AUTHENTICATION VIA SMS

UNIQUE PASSWORDS,
STRONG AND MANAGERIAL

PASSWORDS
UNIQUE AND STRONG

PASSWORDS
UNIQUE BUT SIMPLE ONE

PASSWORD

EVERYWHER
E

° ACTIVITY 2: PROTECT YOUR ONLINE ACCOUNTS...

It's time to spring clean your digital identities! This means sorting through your
online accounts and make sure you have a password manager to manage passwords
Strong and unique: this is stage 4!

A passwordessuiLre using a stong aithentiicaion mechanismis possike, butthere is il
a few steps to take before you get there. In the meantime, two-factor authentication is a measure of
Securtty you should set up on your most important online accounts: These are steps 5 and 6.

ACTIVITE 2
-

protect online accounts.
TO REMEMBER:

PASSWORDS TO CREATE A STRONG AND
UNIQUE PASSWORD PER ACCOUNT:

CREATE PASSWORDS SOLUTIONS EXIST, FOR EXAMPLE,
AND PASSPHRASES THAT ARE THE FREE SOFTWARE KEEPASS
EASY FOR YOU TO REMEMBER,
BUT HARD TO GUESS
ACTIVATE DUAL FOR OTHERS
‘:{%ﬁgim CAREFULLY REVIEW ALERT
ACCOUNTS AND SWITCH MESSAGES
ACCESS YOUR TO DETECT
O SAS P POREIELE ACCOUNTS ONLY FROM ANOMALIES SUCH AS
R SWORD CONTROLLED DEVICES CONNECTIONS FROM
AND TRUST OF DEVICES

OR UNUSUAL LOCATIONS ON
YOUR ACCOUNTS

Take stock of the actions to remember to best




CYBER IS AN EXCITING JOB OF THE FUTURE!
DEVELOP YOUR CRITICAL THINKING SKILLS TO AVOID THE DANGERS OF DIGITAL TECHNOLOGY,
IFIT'S TOO GOOD TO BE TRUE, IT CERTAINLY IS!
REPORTING SCAMS IS ESSENTIAL!
IT IS PREFERABLE TO HAVE SEVERAL PASSWORDS, AS WE HAVE SEVERAL KEYS!
FOR THE MOST IMPORTANT ACCOUNTS, AT LEAST TWO-FACTOR AUTHENTICATION!

You can conclude by simply reading the conclusion slide.

Then, you can thank the workshop participants by giving them a

) l-'

MV

saying a few words.

SLIDE TO PROJECT



THANK YOU!
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